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Customer Reported Security Tracks

Customer Reported Security Tracks

Sony 
Breach

RSA 
Security 
Breach

US OPM 
Breach

Yahoo 
Breach

Target 
Breach

Adobe 
Breach

eBay 
Breach

JPMC 
Breach

Home Depot 
Breach

What’s happening in the industry around this same timeframe that could be driving all of this activity?



Establishing PSIRT at SAS Institute
Phase 1

• 2016
• Reactive -> Proactive

• Establish a framework for how to operate

• Organize around industry standards, best practices and guidelines
• FIRST

• CWE

• CVE

• CVSS

• OWASP

• NIST

• BSIMM

• SAMM
Source: https://owasp.org/www-project-samm/

https://owasp.org/www-project-samm/


Establishing PSIRT at SAS Institute
Phase 2

• 2017
• Implementation of a Software Security Program

• Roll out security tooling and guidance

• Establish Security 
Champions

• Shift Left



Establishing PSIRT at SAS Institute
Phase 3

• 2018
• 100% participation across Research 

& Development

• Streamlined process

• Collection of security artifacts 
tracked in project level security 
reviews



Establishing PSIRT at SAS Institute
Phase 4

• 2019-2020
• Maturing and optimizing security practices

• security architecture design review

• secure coding developer guidance

• internal penetration testing

• root cause analysis

• Automation - go faster to support CI/CD and 
shorten PSIRT remediation timelines

• Expand scope to cover new technologies 
(Cloud-Native, Containers, K8s)

• Build security culture
• security open forums

• cybersecurity month activities

• revamp security champions program

Source: https://communities.sas.com/t5/SAS-Communities-
Library/Running-SAS-Analytics-in-a-Docker-container/ta-
p/469645

https://communities.sas.com/t5/SAS-Communities-Library/Running-SAS-Analytics-in-a-Docker-container/ta-p/469645
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PSIRT Metrics from R&D

There are 5 phases to our PSIRT process:

• Vulnerability Discovery 

• Vulnerability Triage

• Vulnerability Remediation

• Vulnerability Disclosure

• Post-Incident Review  A.K.A



What are 

metrics?

a method of measuring something

PSIRT Metrics from R&D



Why metrics matter?

PSIRT Metrics from R&D



ISO | NIST | GDPR| FedRAMP |Enterprise | FIPS 

PSIRT Metrics from R&D



Vulnerability Remediation Timeline

PSIRT Metrics from R&D



What 
to 

measure

PSIRT Metrics from R&D



Threat 
Modeling 
Metrics

PSIRT Metrics from R&D



PSIRT Metrics from R&D

Vulnerability 
Discovery



Mitigation: 
Patches 

vs 
Next Release

PSIRT Metrics from R&D

?



Types
of 

Vulnerabilities

PSIRT Metrics from R&D



SAS Top Five OWASP   Vulnerabilities

PSIRT Metrics from R&D



OWASP Top 10 
Vulnerabilities

PSIRT Metrics from R&D



Using Components w/known vulnerabilities

Broken Access Control

XSS

Broken Authentication

PSIRT Metrics from R&D

SAS Top 10 - 2019

Sensitive Data Exposure
Insecure Deserialization

Misconfiguration
Injection



PSIRT Metrics from R&D

Product Vulnerabilities 
Prioritized by Frequency



Total 55 of 68 = 81% of our vulnerabilities reside in 5 domains

PSIRT Metrics from R&D



Training, Awareness & Education

PSIRT Metrics from R&D



PSIRT Metrics from R&D



PSIRT Metrics from R&D



Guidance - Top Five Testing 
Recommendations

PSIRT Metrics from R&D



Support Security 
and Compliance 
Decisions with 
Metrics

PSIRT Metrics from R&D
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PSIRT Metrics from Customer Support
What can be learned from Customer Support Data?

• Measure cost and manpower required to address customer reported 
security vulnerabilities. 

• Scope PSIRT staffing needs in both customer support and R&D. 

• Identify security metrics by
• Customer

• Country

• Software release

• Software products/solutions

• Identify pace of incoming security tracks vs. outgoing security 
patches.



PSIRT Metrics in Customer Support
Collecting Customer Support Data

• Ticket metadata added to identify security inquiries and incidents
• Other metadata allows granular reporting on issues



PSIRT Metrics in Customer Support
Interpreting Customer Support data

• Values represent number of customer inquiries, not necessarily product vulnerabilities
• Broken out by year/quarter
• Separated into tables featuring Customer Name, Country, Product Release, and Top 

Products



PSIRT Metrics in Customer Support
Interpreting Customer Support data

• Identify customers and sectors most concerned about product security, or 
most active in security auditing

• Valuable to Sales/Marketing and Product Management



PSIRT Metrics in Customer Support
Interpreting Customer Support data

• Track workload for Customer Support in various regions
• Identify possible staffing needs



PSIRT Metrics in Customer Support
Interpreting Customer Support data

• Customers staying on old software versions
• More vulnerabilities in older versions
• Fewer vulnerabilities in new versions



PSIRT Metrics in Customer Support
Interpreting Customer Support data

• Products and components commonly targeted by scans (Apache, OpenSSL)
• Products that encompass many components
• Specific products that are targeted to certain customer sectors
• Products that simply have more vulnerabilities



PSIRT Metrics in Customer Support
What do customer reported problems mean for R&D?

• Identify resources and cost associated with Product Security fixes
• Establish association between customer inquiries and bug fixes



PSIRT Metrics in Customer Support
What Next?

• The missing link… bridge the gap between the customer tracking 
system and our R&D defects/jira system. 

• As we upgrade or transition to new tools, ensure data model 
improvements are considered in the design to aid the collection and 
quality of metrics. 



Driving Change
What did we learn from all this?

1. Start with tracking security defects

2. Score all security defects honestly

3. Use a well known maturity model to help guide you (e.g. SAMM)

4. Identify trends and patterns in your PSIRT data

5. Prioritize, you can’t fix everything all at once

6. Utilize free resources for vulnerability data (e.g. NVD, OWASP)

7. Let security tools do some of the heavy lifting (e.g. SAST, DAST, SCA)

8. Threat Modeling can be very powerful once understood

9. Continuous professional education is extremely important

10. Regular update meetings with leadership (e.g. quarterly)
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Questions


